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Abstract—As the amount of users’ information collected and
exchanged on the Internet is growing, so are, consequently, the
users’ concerns that their privacy might be violated. Some studies
have shown that a large number of users avoid engaging in online
services due to privacy concerns. It has been suggested that
increased transparency of privacy related mechanisms may
promote users’ trust. This paper reviews the relationship
between users’ privacy concerns, transparency enhancing and
privacy enhancing mechanisms on the one hand, and users’ trust
on the other, based on the existing literature. Our literature
review demonstrates that previous studies have produced
inconsistent results, implying this relationship should be reexamined in future work. Impact of higher transparency on
users’ trust has been insufficiently studied. Current research
seems to suggest that the increase of the understanding of privacy
issues increases importance of privacy for trust. Use of privacy
enhancing mechanisms by service provider also seems to promote
the trust, but this may only hold when these mechanisms are
understood by the user. A need for tools that would provide users
with this kind of knowledge has also been repeatedly recognized.
Additionally, this paper provides an overview and description of
the currently available transparency enhancing tools. To the best
of our knowledge, no such overview has been available to this
end. We demonstrate that the majority of tools promote
awareness. Most of them attempt to provide a better
understanding of privacy policies, or provide insight in the third
party tracking behavior. Two tools have been identified that
provide some insight in the collected user’s data. No tool
providing specific information on, or access to, processing logic
has been identified.
Keywords— privacy, privacy enhancement tools, transparency
enhancement tools, trust

I.

INTRODUCTION

With the increased use of the Internet, the amount of users’
information being collected, stored and exchanged is increasing
accordingly, and so are the risks related to sharing personal
data. Identity theft is the fastest-growing crime in the US today
[1]. Consequently, users’ concerns about the protection of their
personal information have grown.
In order to improve the privacy protection, Privacy
Enhancing Technologies (PETs) emerged. According to the
definition given in [2], Privacy Enhancing Technology is a
system of ICT measures protecting informational privacy by
eliminating or minimizing personal data, thereby preventing
unnecessary or unwanted processing of personal data, without
the loss of the functionality of the information system. Some
examples of PETs are interactive anonymity systems (e.g. the
onion router [3]), communication privacy systems (e.g. PGP

[4]) or counter profiling measures [5],
examples).

(see [6] for more

Often, data protection regulation (e.g. EU Data Protection
Directive 95/46/EC in Europe) requires that users are properly
informed about the fact that personal information is collected,
stored, processed and disclosed, to what purpose, and how
exactly, when they use a certain system. User should also be
informed about third parties with which information is shared.
In To meet this need, the concept of Transparency Enhancing
Technologies (TET) was proposed. If we define transparency
as insight in how user’s data is being collected, stored,
processed and disclosed, TETs can then be viewed as tools
providing this insight in an accurate and comprehensible way.
In contrast to PETs, these technologies exercise no
particular action to enhance users privacy. They rather provide
the user with necessary information on how her data is being
stored, exchanged, processed and used, and as such, preserve
user privacy indirectly, by enabling the user to make an
informed choice on the action she finds she needs to take.
Some authors use the term privacy awareness tools when
referring to tools that increase privacy awareness by informing
users on how their personal information is used by the service
provider(s) [7]. We believe, based on the description of
functional requirements of privacy awareness tools given in [7]
that these two terms (transparency enhancing tools and privacy
awareness tools) can be used interchangeably.
Various studies report that users are reluctant to give out
personal information in Internet-based transactions, due to
concerns about how their personal data is being handled [8][9].
It has been suggested that higher transparency by organizations
on this issue might promote trust of the users and their
willingness to use a particular online service.
This paper addresses the following questions:
(i)(a) What is the relation between user’s privacy concerns
and their trust in a particular service, based on the research
available to this end?
(i)(b) Does the available body of evidence support the
assumption that more transparency would lead to more trust?
And, if so, which information should be presented to the user to
promote her trust?
(ii) Which transparency enhancing tools are available at
this moment, and do they incorporate such information?
The remainder of the paper is organized as follows. Section
II presents the literature overview of the relation between
privacy concerns, privacy enhancing measures and trust.

Section III provides an overview of 16 transparency enhancing
tools (TETs) identified, 13 of which operable at the time of
writing. This paper provides an overview of TETs only; PETs
are out-of-scope of this paper. To the best of our knowledge,
the only overview of the existing TETs has been provided in
[10]. However, the study in question primarily provides a
theoretical framework for TETs benchmark criteria, and
reviews only 4 TETs (discussed in this paper as well). Finally,
we conclude in Section IV.
II.

PRIVACY AND USERS’ TRUST

This section presents the literature review of the relation
between privacy concerns, privacy enhancing measures and
users’ trust. Subsection II.A. summarizes research reports on
the users’ privacy concerns. Subsection II. B. discusses which
factors seem to impact the users’ trust in the online
environment, and addresses the relation between privacy
related issues and trust. The need for easy-to-understand
privacy transparency mechanisms is discussed in Subsection
II.C. The findings are discussed in II.D.
A. Internet users’ privacy concerns
Over the course of the last decade, different surveys have
taken place to assess users’ attitude toward online privacy.
Most studies report that the majority of the surveyed users
indicate to be concerned about their online privacy and online
security [8][9][11][12][13][14][15][16][17]. According to Pew
Internet & American Life Project, between 80% – 95% of
Americans, depending on question framing, indicate they find
privacy to be very important [12]. Also European Internet users
seem to be well aware of the various hazards related to their
online activity [9]. 90% of European respondents in [9]
indicated to be aware that their privacy may be violated by
leakage or an abuse of their personal information sent via the
Internet.
Studies have shown that both individual-level factors, such
as age, gender and education level, as well as socio-cultural
factors influence user’s perception of privacy [13][14]. Cho et
al. conducted a survey among Internet users from 5
multinational cities. They demonstrated that more than 70% of
the Internet users expressed privacy concerns, but that the level
of concern varied across factors such as age, gender and
nationality [14].
Different surveys have demonstrated that different people
have different interpretations of privacy and related concerns
[12]. Some users prefer not to disclose anything about
themselves, in order not to be identified. Others want their
personal data not to be shared with third parties without their
permission. Again others are worried about whether their
shared data is protected well enough. Also, respondents in
some surveys tend not to distinguish between their privacy and
security concerns. Paine et al. reported in [15] that the majority
of respondents (56%) confirmed having privacy concerns when
online. However, most of them (27% of respondents) appeared
to have security related concerns (such as viruses and spam).
Only 2.2% and 1.2% of the total respondents specifically
indicated to worry about access to their personal information
and identity theft, respectively.

Most studies so far have focused on user’s attitude toward
privacy. User’s privacy protection behavior has received much
less attention, with few notable exceptions [14][16][17]. Cho et
al. found in [14] that both demographic and cultural values
influenced the online privacy coping strategy applied
(avoidance, opting out, or proactive self-protection). A survey
by Annalect Research and Platform Logistics [18] showed that
93% of questioned Internet users indicated that they would use
a ‘do not track’ button in their browser if it were available.
However, only 22% seemed to be aware of this function being
embedded in web browsers, and only 2% reported using it.
This finding seems to suggest there is a low level of awareness
of available privacy enhancing measures among Internet users.
B. Relation between privacy concerns, privacy enhancing
measures and trust in an online environment
The trust of the user appears to be essential for her
engaging in commercial transactions via Internet [19][20][21].
Different models, both conceptual and empirical, have been
proposed over a course of years to determine the factors that
impact user’s perception of trust. Empirical studies vary in the
respondents sample size and representativeness of general
population, as a majority of studies was conducted with
university students as subjects. In this subsection we present
the results of the survey on the available literature we
performed.
In [22] Corritore et al. proposed a theoretical model of
trust, consisting of three major (groups of) factors: perceived
credibility (such as perceived reputation, perceived honesty and
perceived expertise), perceived usability and perceived risk.
Several empirical studies confirmed the relevance of these
individual factors on trust formation [19] [21][23][24][25].
Another important factor that influences trust seems to be
the user’s understanding of the technology used. Consumers’
knowledge of the Internet mechanisms may determine their
level of trust in online retailers and their intention to purchase
online. The relation between such knowledge and trust is
however a matter of debate. Hoffman et al. reported in [26] that
increase in expert knowledge damages trust. Later studies
supported the opposite effect: the more the consumers know,
specifically, the more knowledge they have about the
functioning principles underlying how the system works, the
more they appear to trust online shopping [25] [27]. Obtaining
such knowledge on topics of online security and privacy does
seem to be challenging for average users, even for highly
educated ones, as suggested by respondents’ responses in [28].
The research on relation between privacy concerns and
online trust also provides contradictory results. A 2005 survey
conducted by Privacy & American Business [8] reported that,
due to concerns about the use of personal information, 64% of
respondents decided not to purchase something online as they
were unsure how their personal information would be used, and
67% of respondents indicated to decline to register at a website,
or shop online, as they found the privacy policy too unclear.
On the other hand, a study by Pew Internet & American Life
Project performed the same year showed that, although
majority of Americans claimed to have privacy concerns, 67%
gave up personal information to buy something online [29].

Also empirical research by Bart et al. [30] demonstrated
that privacy was a most important factor determining the trust
for a specific web site category: web sites with high
information risk. A survey conducted among a group of 1042
Dutch citizens in September 2012 [31] reported that 34% of
respondents indicated that the major reason for their distrust of
online services was their perception of insufficient privacy
guarantees of a particular online service. The authors provide
in [31] one possible explanation for such dominant impact of
privacy concerns on distrust: a high media coverage on privacy
incidents in the several weeks prior to the survey.
On the other hand, Costante et al. showed in [32] that,
when asked to assign weight to different factors of trust,
respondents assigned low weight to privacy compared to other
factors (such as brand name, website reliability, reputation, to
name a few), however, the weight users assigned to importance
of privacy increased with the level of user’s knowledge. This
finding may be a result of the way the privacy research
question was framed: whether users read long and complex
privacy policy statements. As authors pointed out, the question
should be reformulated in such a way that it reflects the
importance users award to how service providers treat their
privacy. A different outcome would not only suggest that
privacy issues may be more relevant for trust formation, but
would also suggest that other mechanisms are needed for
enabling users to understand the privacy policies specifically,
and how their personal information is being handled in general.
Interesting to note is that the weight users assigned to
importance of privacy in [32] increased with the level of user’s
knowledge, which may support the suggestion that current
privacy transparency mechanisms are not easy enough to be
understood.
Though inconsistent about importance of privacy for trust,
literature suggests that if users do trust a provider, they seem to
be willing to share personal information [19][33]. The
willingness to share the data can also increase if the user finds
the advantages of engaging in such a transaction more valuable
than the loss of her privacy [34][35].
We can conclude that, due to the inconsistency in the
results on importance of privacy for user’s trust formation,
future work should reexamine this relationship. Perceived risk
seems to be one of the factors of trust, hence future work
should examine to which extent perceived privacy concerns
influence perceived risk. Future work should also take into
account multidimensionality of privacy concerns, and reexamine this relationship for each of the facets. For example, a
possibility of personal health or financial information
disclosure can have a much higher impact on trust, than
disclosure of user’s behavior. Future research should also
attempt to identify reasons users indicate for their lack of
concern, in order to identify whether it may be a result of their
misconception of their knowledge level.
The relationship between privacy enhancing measures and
transparency enhancing measures on the one hand, and the trust
of the user on the other, has not yet been extensively examined.
The presence of privacy policies on a website seems to
augment users’ trust [36], although 70% of people surveyed

disagreed with the statement “privacy policies are easy to
understand” [37], and they are rarely read [38].
Indications that the provider has implemented additional
technological measures, such as PETs, seem to augment the
trust of new users [23]. These indications seem to have a
stronger impact on users’ trust, than the privacy policies [33].
On the other hand, in [39], several examples of privacy
enhancing technologies (PETs) were discussed with the
participants of the study. Participants expressed to find it
difficult to form their opinion about PETs in general, as they
considered themselves not to be informed enough on the details
and the mechanisms of a particular technology (how it works).
This may suggest clearer mechanisms are needed to explain
these technologies to users. Furthermore, participants in this
survey pointed out that even when a particular technology was
well understood, e.g. data anonymization, they were still
unable to fully trust whether this technology was also applied
and effective (whether data was truly anonymized). However,
it is difficult to extrapolate these results to the general
population of Internet users, as their findings are based on a
survey conducted with a very limited users’ sample size (30
respondents, while majority of empirical studies included
approximately 250 subjects). Hence, the influence of PETs on
trust, as well as the influence of understanding the PETs on
trust, need to be subjected to further examination.
Last but not least, also increased transparency may have
opposite effects on willingness of users to perform electronic
purchases, depending on the knowledge level of the user.
Considering the example of privacy policies, Tsai et al. discuss
in [40] that consumers may perceive greater risk and
uncertainty when dealing with organizations whose privacy
policies are unknown; as a result, they may be reluctant to
engage in transactions with those organizations. However, if
the lack of information is so profound that consumers are not
even aware that their personal information might be exchanged
or misused, it may make them more likely to engage in such
risky (from a privacy point of view) transactions. Therefore,
the effect of privacy transparency on user’s trust in itself, and
as a function of the user’s knowledge level, needs to be further
assessed in future.
C. Discussion
A large body of evidence seems to confirm the growing
privacy concerns among Internet users, though research
conducted is not always strict on the definition of privacyrespondents tend to confuse privacy with general security.
Respondents that indicate not to be concerned about privacy
seem not to be well acquainted with possible consequences, or
may have a false sense of safety due to misconceptions on their
knowledge level [28]. The effects of privacy concerns, PETs
and transparency on trust have been studied to some extent, but
provide inconsistent results. Therefore, we define 4 research
topics to be addressed in future work:
(i) Do privacy concerns, and which (concerns about which
specific information discosure), increasingly impact trust if
user’s awareness level is higher, or if level of understanding of
privacy mechanisms is higher?

(ii) Does presence of privacy policies increase trust by
itself, or only if privacy policies are understood?
(iii) Do indications that PETs are applied improve trust, or
only when PETs are understood?
(iv) Does increase in transparency increase trust by itself,
or combined with increase in awareness level, or with increase
in underlying privacy mechanism principles understanding?
D. Need for better understanding of privacy mechanisms
Despite the discrepant results on importance of privacy for
user’s trust, several studies recognized the need for tools that
would facilitate easy understanding of privacy mechanisms
[23][25][29][32]. In [29] respondents pointed out that new,
easy-to-use technological tools, which would provide users
with a sense of control, or at least transparency, would be
appreciated. Respondents also expressed that an education
campaign aimed at improving user’s understanding of threats
they face, and of protection mechanisms, was also desirable.
Pieters discusses in [41] explanation-for-trust and defines it as
explanation of how a system works, by revealing details of its
internal operations. He further argues that explanations, should
(1) aim for the right goal (why or how) and (2) carry the right
amount of information: too little detail does not explain-fortrust; too much detail does not explain-for-trust. In [25] Kini
and Choobineh differentiate between three knowledge levels.
The first level is awareness knowledge, which is knowledge
that a system exists. The second level is how-to knowledge,
which is knowledge about how to use a system properly. The
third stage is principles' knowledge, which is knowledge about
the functioning principles underlying how the system works.
Authors argue that principles knowledge is key in developing
trust in the system, and that further research is needed to
identify which information presentation modes, which amount
of information presented, and which content of the information
would impact trust most. They recognized that even if the
information presented is complete and accurate, if it is not
understood by users it would not increase trust. In the
following section we present some tools available to this end
that aim to provide the user with such information.
III.

TRANSPARENCY TOOLS OVERVIEW

As discussed in previous section, a need for tools that
would enable easy understanding of privacy mechanisms has
been repeatedly recognized. We extend the definition of a
transparency enhancing tool (TET) for privacy purposes given
in [10], and define a TET as a technological tool that has one or
more of the following characteristics:
– provides user with information on intended data
collection, storage, processing and/or disclosure (how service
providers claim to handle user’s personal information)
– provides user with information on data collected, stored,
processed and/or disclosed (how service providers actually
handle user’s personal information)
– present the above listed information in an accurate and for
an average Internet user comprehensible way.

We have collected, downloaded and tested 13 identified
operable TETs. However, as we performed no tests with a
group of users, we can provide no evaluation of how the end
users perceive the TETs to achieve transparency. Collected
TETs have been classified in five categories, presented in
Sections III.A. – III.E, according to the transparency
functionality they offer. Section III.F. presents TETs that are
currently under development.
A. Transparency as insight in intended data collection,
storage, processing and/or disclosure
This subsection describes the tools which attempt to provide
a better comprehension of a website’s privacy policy.
1) Mozilla Privacy Icons
Description: Privacy Icons [42] is a joint work in progress
between Mozilla, the company Disconnect and Stanford.
Privacy policies and terms of service are often long-winded,
complex documents that encapsulate a lot of situation-specific
details. Privacy Icons help users to understand these privacy
policies, which indicate how their personal data will be
transacted and thereby enable users to make informed choices
about whether to share their data. Privacy Icons make use of
simple visual language to make privacy policies more
understandable—the complexity of privacy policies is reduced
to an indicator that is scannable in seconds. Privacy policies are
translated into and visualized with the use of 4 icons, each
depicting one of the following categories: expected use,
expected collection, requests for data, and data retention.
However, the definition of the categories is not definite and is
subject to change. At the time of writing, 2,640 major sites
were provided with Privacy Icons.
Transparency functionality: this tool enhances
transparency of a website’s privacy policy, as it provides the
user with a simple visual representation of the most relevant
implications of complex privacy policy documents.
2) Privacy Bird
Description: Privacy Bird [43] is an add-on for Internet
Explorer (IE), that automatically searches for privacy policies
at every web site a user visits. It automatically reads policies
encoded according to the Platform for Privacy Preferences
(P3P) standard, nowadays pretty much defunct, and displays
them in an easy to understand language. Privacy Bird matches
user’s personal privacy preferences with the privacy policy,
and notifies the user as to whether her privacy preferences are
met by displaying a bird icon in the top right of user’s
browser's title bar. The singing green bird appears when a
website's privacy policy matches user’s preferences. If the site
contains images or other embedded content that do not have
privacy policies associated with them, a red exclamation point
would appear next to the notes in the bird's song bubble. If
Privacy Bird determines that a website's privacy policy
conflicts with user’s preferences, the angry red bird appears. If
privacy bird is unable to read a privacy policy from the site the
user is visiting, an uncertain yellow bird would appear.

Transparency functionality: this tool enhances
transparency of a website’s privacy policy as it automatically
matches user’s privacy preferences to the website privacy
policy (provided the latter is encoded according to the P3P
standard).

C. Transparency as insight in third party tracking (insight in
user behaviour data disclosure)
Tools described in this subsection provide users with
information on the third parties that track users as they surf
through the Internet.

3) Privacyscore
Description: Privacyscore [44] is an add-on for Firefox
and Chrome that represents an assessed privacy risk, to both
personal and anonymous data (e.g. users’ preferences), of
using a website. A Privacyscore is computed out of nine
factors. Four factors are based on the site's privacy policy and
cover how websites promise to handle user’s personal data
(such as user’s name or email address). Privacyscore goes
beyond privacy policy, as five factors are computed based on
privacy qualifications of the third companies collecting data
on the website. The user interface makes this tool very clear
and easy to use.
Transparency functionality: this tool enhances the
transparency of how a particular website may treat users’
information (both personal, e.g. name, and anonymous, e.g.
interests).

1) Collusion
Description: Collusion [47] is an add-on for Firefox,
Chrome and Safari which provides an interactive, real-time
visualization of the third parties that track users’ movements
across the web. It shows how that data creates a spider-web of
interaction between companies and other trackers. The
presentation of the traffic flows and user interface makes
Collusion very easy to follow and use. Each dot in the web
represent a visited website, and is linked to the dots that
represent advertising sites that have created cookies in user’s
browser and are tracking his behavior on this website.
Advertising sites are colored red, as privacychoice.org
determined they are behavioral tracking sites. When the user
moves to another site, the same cookies are transmitted to the
same advertisers. Those advertisers can effectively track the
user across them, and can use this information to determine
the content the user will read. By hovering the mouse over any
of the dots presented the user learns more about those entities
and is provided insight in sites they are affiliated with. At the
time of the writing, there were 204,000 and 140,000 users of
Collusion, for Firefox and Chrome browsers respectively.
Transparency functionality: this tool provides web users
with the list of entities that are tracking them through the
websites they visit. It demonstrates the consequences of the
user’s browsing activities, and leaves it up to the user whether
she wishes to continue activities on a particular website in an
unchanged manner, or act upon it by engaging additional
privacy enhancing functions (e.g.‘block’).

B. Transparency as insight in collected and/or stored data
The group of tools described in this subsection provide the
user with insight in the information she has disclosed.
1) Primelife Privacy Dashboard
Description: PrimeLife’s Privacy Dashboard [45]
(formerly known as Data Track), one of the deliverables of a
PrimeLife project, is a transparency-enhancing tool that
provides the user with a history function, describing which
documents, containing what personal data, the user has
disclosed, to whom, and under which conditions, as well as
with functions for accessing her personal data through online
remote services. This data is presented on packet level and it is
questionable whether it provides a level of comprehensibility
necessary for an average Internet user.
Transparency functionality: This tools promotes
transparency by providing insight in information visited
websites gather, however has a low level of comprehensibility.
2) Google Dashboard
Description: Google Dashboard [46] is a website that
allows Google users to see some of the personal data that
Google stores, like web search history, Google Agenda and
Android devices used by this Google account. It links to
settings where users can influence the storage and visibility of
data. The dashboard shows only a subset of all the data that
Google may store about the user. The dashboard has a link
that shows some examples of how Google stores data that is
not linked to your Google account, such as advertising
profiles, cookies and server log files. It also states that there is
more user data stored without stating the nature of that data,
and it points to the privacy policy for more information.
Transparency functionality: this tool provides the user
with information on some of the data that Google has stored
about her.

2) Netograph
Description: Netograph [48] is an add-on (available for
Chrome and Firefox browsers) that provides a user with a
quick view of what a website on the ‘social web’ actually does
(in terms of which resources are requested, and by whom)
before the user visits it. Netograph monitors links passing
through the social web in realtime, and provides a visual
representation of it (graph). User can click on the objects and
move them around to create the clearest picture. The layout is
very straightforward, making the website very user-friendly.
Transparency functionality: this tool promotes insight in
unwanted disclosure.
D. Transparency as insight in data collection, storage,
processing and/or disclosure based on website’s
reputation
1) Web of Trust (WOT)
Description: WOT [49] is a reputation based add-on for
Firefox, Chrome, Internet Explorer, Opera, and Safari
browsers. Reputation icons, shown on popular search engine
results, social media platforms, online email, shortened URLs,
and many popular sites, demonstrate how much other users

trust a certain website. Ratings are based on information from
millions of users and trusted third-party sources. Users can
contribute to the service by rating websites based on their own
experiences. Sites are evaluated on 4 criteria: trustworthiness,
vendor reliability, privacy and child safety. At the time of
writing, WOT had 1,590,475 and 21,000 users for Firefox and
Chrome browsers, respectively.
Transparency functionality: this tool increases
transparency by demonstrating to the user other people’s
experiences with a certain website.
E. Transparency as insight into (possibly) unwanted user’s
data disclosure (awareness promoting)
Although they differ in the specific information they
demonstrate to the user, all tools presented in this subsection
have in common that their goal is to provide users with insight
into some specific risks for their privacy they may face when
using the Internet, and as such promote users awareness
regarding privacy.
1) Me & My Shadow
Description: Me &My Shadow [50] is a website designed
to raise awareness and educate Internet users about what is
happening to their information when they use the Internet.
Basically, it gives insight in the digital shadow that a user
leaves online. This website provides also links to external
applications that enhance privacy. For each of the third-party
applications, Me & My Shadow provides a description, and
additional reading related to each tool. This website also
contains a section ‘Lost in Small Print’, which magnifies the
information control points of End User License Agreements of
popular websites, like Google and Facebook.
Transparency functionality: this tool is a typical example
of a privacy awareness promoting tool, as it informs the user
of her digital shadow, and provides her with tips to enhance
her privacy protection.

Transparency
functionality:
this
tool
provides
transparency into user’s own activities and promotes
awareness, as it demonstrates how easily users’ login
information can be stolen when on a public network.
4) Panopticlick
Description: Panopticlick [53] is an online tool developed
by the Electronic Frontier Foundation (EFF) that tests the
user’s browser in order to identify how unique this browser is.
The tool deploys a browser fingerprinting algorithm which
collects a number of commonly and less-commonly known
characteristics that browsers make available to websites. In
[54] authors reported that out of 470,161 tested browsers
operated by informed participants who visited their website,
83.6% of the browsers seen had an instantaneously unique
fingerprint, and a further 5.3% had an anonymity set of size 2.
Transparency functionality: this tool promotes awareness
as it demonstrates to the user how unique such a trivial thing
as a browser can be. The browser information allows websites
to track the user, if her browser’s fingerprint is unique.
5) Creepy
Description: Creepy [55] is an application that allows the
user to gather geolocation related information about users
from social networking platforms (such as Twitter) and image
hosting services. Given a user name it provides a map of the
location associated with that content and links to that content,
through the help of third-party applications like Google Maps.
It is moderately easy to use, one just needs to understand that
latitude and longitude are provided.
Transparency functionality: this tool provides insight into
user’s own activities, and, hence, promotes awareness as it
makes the user aware of the location information that she
submits when engaging in various social networking and
photo sharing applications.
F. Transparency tools under development

2) Priveazy
Description: Priveazy [51] aims at enabling the user to
make the informed decision on how much she wishes, and
should wish, to protect herself. The goal of this site is to
educate, through videos, quizzes, lessons and tasks, so that the
layman can understand what the critical issues are. It also
provides specific step-by-step guidelines for users to be
implemented for different applications and services. This
website is very easy to use.
Transparency functionality: this tool enhances users’
awareness as it educates the user on privacy related issues in
general, and provides information on how the user can protect
her privacy.
3) Firesheep
Description: Firesheep [52] is an add-on allows the user to
retrieve cookies from people who have logged in via a
wireless network to different websites that are not secured (i.e.
through https or SSL). Therefore, it demonstrates the ease at
which one can hack into user’s accounts if the user is
browsing on an insecure website on an open wireless network.

1) Transparen.cc
Description: Transparen.cc. [56] is a proxy service serving
as an independent, transparent inter-mediator between social
data and the apps that want to use them. It keeps a log of every
time social applications try to access personal data, when it
was requested, what they were asking for and how much data
they obtained. Finally, it builds a profile on what the
application is -really- asking for and how often it asks for it.
There is no available preview of the user interface.
2) Privacy Bucket
Description: Privacy Bucket [57] is a Chrome extension
that measures the extent to which individual third-party
trackers can discover demographic information about the user,
based on user’s browsing history. A tracking company gets
access to a portion of the user's web history. Given a set of
visited sites, it is possible to determine the probability of a
hidden variable, for example a user's age, being a certain value
(e.g. visiting a lot of sports sites might suggest that the user is
male; visiting aarp.org may suggest that the user is in an older

age range.). For each third-party tracker that is encountered by
the user, Privacy Bucket will combine a profile of
observations made by the tracker about the user with
background information about the browsing habits of a large
population, in order to characterize the amount of information
the tracker possesses about that user's hidden variables.
3) Online interactive (OI) privacy feature tool
Description: Online Interactive (OI) privacy feature tool as
introduced in [7] is a tool or an user interface that promotes
user’s privacy awareness and that incorporate features such as
interactive social translucence map that discloses the flow of
personal information, a privacy enquiry for a direct chat about
users’ privacy concerns, and a discussion forum presenting
users’ privacy concerns using their language in an interactive
FAQ format. An evaluation of a prototype of a set of
embedded OI privacy features is presented and discussed in
[7]. The result from the user study indicated that users favored
the interactive data flow map and preferred to be informed of
their personal information privacy. However, authors
concluded further work was needed privacy communication
channels, as the online chat tool was the least appreciated
privacy feature.
IV.

- tools that provide insight in collected and/or stored data
- tools that provide insight in third parties tracking the user
- tools that provide insight in data collection, storage,
processing and/or disclosure based on website’s reputation
- tools that provide insight into (possibly) unwanted user’s
data disclosure (awareness promoting)
No tool giving insight into, or access to, or explaining
processing logic has been identified. This seems to indicate a
lack of urgency from existing service providers to give insight
into exactly which data is processed and exactly how it is
processed. Combined with the indications that increased
understanding of privacy issues increases the importance of
privacy for trust, this may indicate that the users’ ignorance of
what happens to their personal data is a desired situation for
some service providers, who are profiting from sharing the
personal data. Good transparency enhancing tools may lift the
veil on what is actually happening to the users’ personal data.
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CONCLUSIONS

The purpose of this paper was twofold:
(i) We addressed the question of the effect of privacy
concerns, privacy enhancing measures and privacy
transparency on trust in online environment based on available
literature to this end. Research on these relations provided
inconsistent results, and no conclusions can be drawn with
confidence. We identified four research topics to be
investigated in future work. The current body of evidence
seems to suggest that the increase of the understanding of
privacy issues increases importance of privacy for trust. A need
for tools that would provide users with this kind of knowledge
has also been repeatedly recognized. As demonstrated in
Section III, there already exist tools to make complex privacy
policies more understandable to users, however, no such tools
have been identified for more complex privacy enhancing or
user data processing mechanisms. Future work includes
identifying which information about these mechanisms and/or
data processing logic, or what kind of representation of these
mechanisms and/or of data processing logic, should be given to
an average user to promote trust, and designing a tool that
incorporates such information.
(ii) We identified 16 transparency enhancing tools (TETs),
available to this end, out of which 13 operable at the time of
writing. To the best of our knowledge, no such overview of
TETs was available to this end. A TET is a technological tool
that should provide user with information on (intended) data
collection, storage, processing and disclosure in an accurate
and comprehensible way. Identified tools were classified in the
following categories:
- tools that provide insight in intended data collection,
storage, processing and/or disclosure, based on website privacy
policy
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